Best Practices Against Wire Fraud

1. Verify by phone before you send funds. ALWAYS call the vendor, business partner, or colleague directly to verify the payment information. Use previously known numbers you know are correct — even across different time zones — and not the numbers provided in an email or text request. Never initiate any changes based only on email or text communication.
1. Be cautious of new payment information. Beware of email requests instructing a routine wire payment to be sent to a new account.
1. Match your payment to a legitimate invoice before paying. Quite frequently, fraudsters tend to pose as a trusted vendor requesting payment. Prior to sending payments, ensure the payment requested matches a legitimate invoice.
1. Verify before clicking on a link or opening an attachment in an email or text. It may appear to be from someone you know, but it may be a fraudster phishing for your password, business bank account, or other sensitive information. Extra caution: The link may contain malware.
1. Double-check the email address. Fraudsters are tricky and can create email addresses that look very similar to the legitimate account. They often find naming conventions for a company’s email accounts on its website and use those to fool you — inspect closely!
1. Do not respond to email as verification. Don’t reply to the requester by email. The fraudster either controls the spoof email account or has gotten access to the valid email account and can write back, making it look legitimate.
1. Beware of a sense of urgency. Usually fraudsters will indicate that the funds need to be wired right away. These requests often ask that the client be contacted only through email instead of other channels.
1. Know and trust who you are working with. Before doing business with a new company, search the company’s name online with the term “scam” or “complaint.” Read what others are saying about the company. Only purchase merchandise from reputable dealers or establishments.
1. Be wary of using free, web-based email accounts for your business, which are more susceptible to being hacked. Make sure at least two-factor authentication is available.
1. Be careful when posting information to social media and company websites, as fraudsters may use this information to deploy new tactics.
1. Keep the processing of your financial activities limited to as few machines as possible and limit the other activities such as web surfing on those machines, as well.
1. Consider financial security procedures that include a two-factor authentication process or dual control for electronic funds transfers.
1. Create intrusion detection system rules that flag emails with extensions that are similar to company email but not exactly the same (for example, .co instead of .com). If possible, register all Internet domains that are slightly different from the actual company domain.
1. Know the habits of your customers, including the reason, detail, and amount of payments. Beware of any significant changes.
1. Consider frequent and regular patching of your business systems.
1. Use a quality next-gen antivirus solution — one that watches for behavior anomalies and not just signatures.
 


Scams To Watch Out For

1. Business email compromise (BEC) and phishing scams. BEC scams target companies that may make wire transfers to suppliers and businesses. BEC scams begin with a criminal sending a phishing email to a company which seems to be from someone they know. The employee clicks a link, or provides their password, business bank account, or other sensitive information, and the fraudster gains access to the employee’s email account. The fraudster will monitor that employee’s email for a period of time and determine who initiates wires and who requests them. 
1. Senior executive spoofing scams. In this type of scam, a company employee will receive a transfer request via email from what appears to be a high-level executive. The domain will look very close to the company’s domain (see our fourth point above) and appears to be an email from the CEO or similar company manager. However, the request is actually coming from a hacked email account, or an account that has been “spoofed” to appear legitimate. The fraudster creates a sense of urgency and rushes the employee into making a quick decision to send the transfer before researching and verbally confirming the request.
1. Overpayment scams. Another example of a fraudster posing as a trusted vendor, fraudsters can send a check for more than the agreed upon amount of an actual vendor and then insist that the overpayment be wired back to them. Later, the check gets returned, leaving you liable for the entire amount.
1. Vendor spoofing scams. An employee receives an email or phone call from a trusted vendor requesting a change in payment instructions. Without due diligence and validation processes to confirm the request, the employee transfers the funds to the fraudster’s bank account. Usually these wire requests closely mimic a legitimate request that you’d typically receive from that supplier.


Steps to take in the event of fraud or loss.
If fraud or loss does happen as a result of responding to a scam, there are a few steps to take:
· Report it to your organization’s IT/cybersecurity team.
· Call us at (817) 598-4900 so that we can take the necessary precautions to secure your First Bank Texas accounts.
· Change passwords for email and financial accounts.
· Review account statements for any suspicious activity.
· Contact the police and file a report.
· File an Internet Crime Report (IC3 Report) https://www.ic3.gov/ 

